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DETAILED ACTION 

1 . Applicant's arguments filed March 1 1 , 2008, have been fully considered. 

2. Claims 1-12 and 15-19 are pending and have been examined. Claims 13 and 14 
have been cancelled. 

Response to Amendment 

3. Regarding Applicant's argument that "each and every claim feature is identically 
described or contained in a single prior art reference", Examiner respectfully submits 
that: 

4. TO ANTICIPATE A CLAIM, THE REFERENCE MUST TEACH EVERY ELEMENT OF THE 
CLAIM "A claim is anticipated only if each and every element as set forth in the claim is found, either 
expressly or inherently described, in a single prior art reference." Verdegaal Bros. v. Union Oil Co. of Cali- 
fornia, 814 F.2d 628, 631, 2 USPQ2d 1051, 1053 (Fed. Cir. 1987). >"When a claim covers several 
structures or compositions, either generically or as alternatives, the claim is deemed anticipated if any of 
the structures or compositions within the scope of the claim is known in the prior art." Brown v. 3M, 

265 F.3d 1349, 1351, 60 USPQ2d 1375, 1376 (Fed. Cir. 2001) (claim to a system for setting a computer 
clock to an offset time to address the Year 2000 (Y2K) problem, applicable to records with year date data 
in "at least one of two-digit, three-digit, or four-digit" representations, was held anticipated by a system 
that offsets year dates in only two-digit formats). See also MPEP §2131. 02. < "The identical invention 
must be shown in as complete detail as is contained in the ... claim." Richardson v. Suzuki Motor Co., 868 
F.2d 1226, 1236, 9 USPQ2d 1913, 1920 (Fed. Cir. 1989). The elements must be arranged as required by 
the claim, but this is not an ipsissimis verbis test, i.e., identity of terminology is not required. In re Bond, 
910 F.2d 831, 15 USPQ2d 1566 (Fed. Cir. 1990). Note that, in some circumstances, it is permissible to 
use multiple references in a 35 U.S.C. 102 rejection. See MPEP § 2131.01." MPEP 2131 

5. Regarding Applicant's argument that the prior art, namely Takaragi, does not 

disclose the equation, the equation is irrelevant, since Takaragi teaches what the 
equation tries to accomplish, encrypt and decrypt information. Further, the disparaging 
remarks about the reference map to what the claim language does, namely performing 
an operation (basic) on bytes of information. With the richness of the English language, 
perhaps an explanation of what the equation does should replace said equation in the 
body of the claim. It is further noted that the equations do not add anything to the 



alleged "basic and fundamental binary operations" disclosed by Takaragi. Further, 
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according to the specification, the operations of the equations are nothing more, nothing 
less, than rotation to the left and rotation to the right, and exclusive OR (see page 5), 
accordingly, Takaragi's operations of "cyclically shifting and x-OR operations" (see 
previous Office Action) correctly map to the claimed subject matter. In other words, the 
equations encrypt by rotating to the left and then xoring, and decrypt by xoring and then 
rotating to the right. Applicant's arguments are not persuasive. 

6. Regarding Applicant's argument about "no byte-wise allocation between input 
and output data occurs", Examiner respectfully points out that the cited portion further 
advances the office action's point, since a 64-bit input data and a 32-bit input data (96- 
bit input data) is expanded to 128-bit output data. There is a difference of 32 bits, i.e. 
there is "no byte-wise allocation between input and output data occurs". Applicant's 
arguments are not persuasive. 

7. Regarding the argument that the key is not part of the unit in Takaragi, Examiner 
again, respectfully submits, that considering Takaragi's text, in context, and fig. 19, in 
context, fig. 19 is a function that resides in the decoder of fig. 18, the key is input to the 
function, not to the decoder. Therefore, at the point of feeding the key to the decoding 
function, the key can be interpreted as residing in the decoder which is mapped to the 
control unit, then, Takaragi still anticipates the claim. Applicant's arguments are not 
persuasive. 

8. Assuming arguendo none of the features claimed are met by Takaragi, Applicant 
seems to admit or agree that Takaragi at the very least provides an allegedly basic 
architecture to implement the invention. Under this hypothetic scenario, making 
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changes to the "basic" Takaragi invention would have been obvious to someone of 
ordinary skill in the art, i.e. encrypting data, transmitting it, and decrypting it according to 
a given algorithm. 

Claim Rejections - 35 USC §102 

9. The text of those sections of Title 35, U.S. Code not included in this action can 
be found in a prior Office action. 

10. Claims 1-12 and 15-19 are rejected under 35 U.S.C. 102(b) as being 
anticipated by Takaragi et al. (US Patent 6,141,421, hereinafter Takaragi). 

Regarding claims 1 and 7, Takaragi teaches 

a method of data encryption in programming of a control unit comprising: 
encrypting a complete stream of data to be transmitted in a programming 
unit using a first key, wherein a byte by byte encryption of the complete 
stream of data is capable of being performed, and wherein no byte-wise 
allocation between input and output data occurs (col. 5, lines 4-25, 
encryption and compression are performed together); 
transmitting the data that had been encrypted to the control unit via a data 
line (col. 5, lines 4-25, encrypted and compressed message sent to 
receiver); and 

decrypting the data that had been encrypted in the programming unit 
using a second key provided in the control unit (fig. 19, col. 14, lines 58- 
67, decoding process); 
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wherein: successive bytes during encryption are provided with an index i, 

where i = 0,1 ,2 an encrypted byte n* is formed from an unencrypted 

byte n according to the following, a starting value n_i being used for 
decryption and encryption (col. 13, lines 45-67, first n bits): 

n_i = So 

n* = n t «< XX i © s f , \ ( co1 - 9 > lines 30-45, cyclically shifting 



bits and exclusive OR operations) 

an unencrypted byte n is formed from an encrypted byte n* according to 
the following: 



and exclusive OR operations) 
Regarding claim 11, Takaragi teaches 

performing an encryption of a complete stream of data in accordance with 
a table and a hash function (abstract, hash function), wherein a byte by 
byte encryption of the complete stream of data is capable of being 
performed, and wherein no byte-wise allocation between input and output 
data occurs (abstract, input M, output longer); 

wherein: successive bytes during encryption are provided with an index i, 
where i = 0,1 ,2 an encrypted byte n* is formed from an unencrypted 





»>XX*_i (col. 9, lines 30-45, cyclically shifting bits 
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byte n according to the following, a starting value n_i being used for 
decryption and encryption (col. 13, lines 45-67, first n bits): 

n_i = So 

n* = ^ «< Yji] _}j®S , v (col. 9, lines 30-45, cyclically shifting 
bits and exclusive OR operations) 

an unencrypted byte n is formed from an encrypted byte n* according to 
the following: 

n t =^n]®S^ j|>»^«*_ 1 (col. 9, lines 30-45, cyclically shifting bits 

and exclusive OR operations). 
Regarding claim 15, Takaragi teaches 

a program code executable on a computing unit for performing an 
encryption of a complete stream of data in accordance with a table and a 
hash function (abstract, hash function), 

wherein a byte by byte encryption of the complete stream of data is 
capable of being performed, and wherein no byte-wise allocation 
between input and output data occurs (abstract, input M, output 
longer); 

wherein: successive bytes during encryption are provided with an index i, 
where i = 0,1 ,2 an encrypted byte n* is formed from an unencrypted 
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byte n according to the following, a starting value n_i being used for 



decryption and encryption (col. 13, lines 45-67, first n bits): 



n.i = So 




n i «< 




(col. 9, lines 30-45, cyclically shifting 



bits and exclusive OR operations) 

an unencrypted byte n is formed from an encrypted byte n* according to 
the following: 



bits and exclusive OR operations). 
Regarding claim 16, Takaragi teaches 

a program code executable on a computing unit for performing a 
decryption of a complete stream of data in accordance with a table and a 
hash function (abstract, hash function), wherein a byte by byte 
decryption of the complete stream of data is capable of being performed, 
and wherein no byte-wise allocation between input and output data occurs 
(abstract, input M, output longer); 

wherein: successive bytes during encryption are provided with an index i, 

where i = 0,1 ,2 an encrypted byte n* is formed from an unencrypted 

byte n according to the following, a starting value n.i being used for 



n. 




»> ( co1 - 9 > lines 30-45, cyclically shifting 



decryption and encryption (col. 13, lines 45-67, first n bits): 
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= S 0 




n i «< 



(col. 9, lines 30-45, cyclically shifting 



bits and exclusive OR operations) 



an unencrypted byte n is formed from an encrypted byte n* according to 



the following: 



n, = \n] 0 S ( . 




>»Y j n*_ l (col. 9, lines 30-45, cyclically shifting bits 



and exclusive OR operations). 



Regarding claims 2 and 8, Takaragi teaches wherein the first key and the 
second key are identical (col. 3, lines 25-50, DES algorithm). 

Regarding claims 3 and 9, Takaragi teaches wherein the first key and the 
second key are not identical (col. 16, lines 10-20, RSA algorithm). 

Regarding claim 4, Takaragi teaches wherein each one of the first key and the 
second key includes a table that is accessed by a hash function (col. 11, lines 35-55, 
hash function). 

Regarding claim 5, Takaragi teaches wherein at least one of the first key and 
the second key is implemented in an electronic circuit (fig 15, 1508, random number 
generator). 

Regarding claim 6, Takaragi teaches wherein at least one of the first key and 
the second key is implemented in the form of a computer program (fig. 13, col. 11, 
lines 35-55, output of hash function is used as work key). 
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Regarding claim 17, Takaragi teaches 

wherein there is no bit-wise allocation between input and output data 
(abstract, input M, output longer): 

wherein: successive bytes during encryption are provided with an index i, 

where i = 0,1 ,2 an encrypted byte n* is formed from an unencrypted 

byte n according to the following, a starting value n_i being used for 
decryption and encryption (col. 13, lines 45-67, first n bits): 

n.i = So 

n t = n i «< V«" ! © S , . (col. 9, lines 30-45, cyclically shifting 

I U ) *[£«;-] 

bits and exclusive OR operations) 

an unencrypted byte n is formed from an encrypted byte n* according to 
the following: 

n, = In* ®S , . A »> Y^nj , (col. 9, lines 30-45, cyclically shifting bits 

and exclusive OR operations). 

Regarding claim 10, Takaragi teaches wherein the programming unit and the 
control unit each includes an electronic computing unit and a memory module that are 
linked together by a data bus (col. 6, lines 1-13, apparatus). 

Regarding claim 18, Takaragi teaches wherein there is no bit-wise allocation 
between input and output data (abstract, input M, output longer). 
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Regarding claim 12, Takaragi teaches wherein the computing unit includes an 
electronic computing unit in a programming unit (col. 6, lines 1-13, apparatus). 

Regarding claim 19, Takaragi teaches wherein there is no bit-wise allocation 
between input and output data (abstract, input M, output longer). 

Conclusion 

1 1 . THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time 
policy as set forth in 37 CFR 1 .136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1 .136(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the mailing date of this final action. 

12. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to DAVID CERVETTI whose telephone number is 

(571 )272-5861 . The examiner can normally be reached on Monday-Tuesday and 
Thursday-Friday. 

1 3. If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Nasser Moazzami can be reached on (571)272-4195. The fax phone 
number for the organization where this application or proceeding is assigned is 571- 
273-8300. 

14. Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 



/David Garcia Cervetti/ 
Primary Examiner, Art Unit 2136 



/Nasser G Moazzami/ 
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